A COMPREHENSIVE SOLUTION TO SCAN,
DECONTAMINATE AND CERTIFY REMOVABLE DEVICES
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The Problem ....

Understanding the needs

0 35%+ of the security threats in the world are executed through Flash Drives. No industry is
iImmune.
O Nearly 80% of those threats are causing widespread disruption to critical business operations.

There are several ways to protect your organization:

1- Train your Employees... at least 90% of cyber-security incidents occur after a plug-in of an unknown
flash-drive (remember Stuxnet in 2010!).

2- Monitor endpoints... but only works if you have total visibility of all potential devices and are able to
disconnect such end points after the detection of a threat.

3- Disable USB ports... but there are always exceptions, and many maintenance operations can only be
done through flash drives.

f‘> the only viable, realistic and easy to implement solution is to make sure all flash drives are sanitized.
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TYREX IN ANUTSHELL

About us and our values

 Who are we? Industry leader in removable devices decontamination
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- What do we do? Protect organizations from cyber threats

Industrial, Energy
and Engineering

Rugged solutions with the most
advanced detection and protection technologies
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THE TYREX SOLUTION

A comprehensive solution

SECURELY TRANSFER DATA FROM YOUR USB REMOVABLE DEVICES

TYREX offers a unique and comprehensive solution that includes decontamination stations, a management server
and an agent prevents unauthorized access to files or devices which have not been authenticated by a TYREX station.
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THE TYREX SUITE

4 Stations to face your needs

4 STATIONS WITH SHARED FEATURES AND THE SAME LEVEL OF PERFORMANCE

Various formats, tailored to fit any environment and operational need.
No programming or software installation needed, “plug and play” solution, intuitive and ready to use.
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HD Screen 24” - 55kg

HD Screen 10" - 12kg W: 480mm, H: 1455mm, D: 300mm
! TYREX SATELLITE W: 290mm, H: 500mm, D: 280mm
. HD Screen 7” - 6kg

W: 280mm, H: 260mm, D: 70mm

TYREX MOBILE

HD Screen 10” - 1,3kg

W: 277mm, H: 194mm, D: 30mm
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THE TYREX SUITE: “inside the box”

A comprehensive solution

Base Package:

Options:

4 current Signature-Based ANTI-VIRUS engines

Protect your organization from any removable-device
known cyber security threats

F F-Secure
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@ Avast

2 in ROAD-MAP ANTI-VIRUS ENGINES

U McAfee Bitdefender

1 Antimalware Static Analysis Engine + Al

Protect your organization from
unknown cyber security threats
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Orion

Developed by Airbus Industries this platform
detects and analyzes advanced malicious
content. It is integrated to TYREX Stations.
(see Exhibits)

2 Antimalware Dynamic Analysis Engines

Provide the highest level of analysis of
malware variants

{Glimps}
AIRBUS
L Orion )

Include deeper investigations and
sandboxing, further leveraging Machine
Learning and Al.
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THE TYREX SOLUTION: ARCHITECTURE

A 3 Tiers Architecture

3 tools to secure removable device data exchange and

ensure good governance of your infrastructure
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The Management Server: for
administration and
supervision of all stations in a
central location. SaaS or On-
Premise deployment
available; online or offline.

The Scanning Stations:
Hazloc certified
hardware; 2 to 6 anti-
virus/anti-malware
enabled; advanced
scanning mode.

Workstation Protect Agent
v i I (Optional)

The Agent: a software program

installed on all users' workstations. It
prevents unauthorized access to files
or devices which have not been first
authenticated by the Scanning
Station.
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THE TYREX SOLUTION: “Hosted Solution”

A comprehensive solution

A limited number of TYREX Stations In House, with Management Server Hosted,
For a “Plug and Play” deployment.
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PROTECTED UPDATES UPDATES & CONFIGURATIONS TYREX SUITE
UPDATES & CONFIGURATIONS

HTTPS/SSL B UPSTREAM TLS VPN UPSTREAM TLS 1.3 OpenVPN
HOSTING W|F|/Ethern.et for KUB SATELLITE
TCP/443 4G/WiFi for KUB MOBILE

TCP/1664

TCP/1664
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THE TYREX SOLUTION: “Server On-Premise”

A comprehensive solution

All TYREX Stations features available, in particular “protocol break”
aka File transfer within Corporate LAN. APIs enabled to any SIEM tool. g ;’
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TYREX MASTERROTECTED UPDATES TYRéX UPDATES & CONFIGURATIONS TYREX SUITE
UPDATE SERVERS MANAGEMENT SERVER UPDATES & CONFIGURATIONS
}
Incl. AV updates HTTPS/SSL On Prenfise UPSTREAM TLS VPN ANALYSIS & SIGNATURE
Incl. Debian updates TCP/443 ! TCP/1664
Incl. TYREX Software updates FIREWALL TYREY
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A comprehensive solution

\ A COMPREHENSIVE SOLUTION TO SCAN,
L DECONTAMINATE AND CERTIFY REMOVABLE DEVICES

THANK YOU ©
gerard.varjacqgues@tyrex-cyber.com
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EXHIBIT: PUBLIC PRICE LIST

Price should not be an issue

All Products include the following:
0 2 Anti-Virus Engines
Q 1 Anti-Malware Static Analysis engine
Q 3 Year Hardware warranty
O Purchase:
= 3 Year-License;
= Includes Support & Maintenance Y1;
= Y2 & Y3, 20% annual fee.
O Subscription: 3-Year contract (36 months)
QO Delivery or Parts Return: D+20, D being
date of “PO”

Reseller Conditions & Discounts policy
based on volume and Partner’s involvement
in the process (high/low touch).

Discounts can go from 15% up to 40%.

POC possible with DAP delivery for a fee of
$1,500, and free License for 2 weeks.
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PRICE LIST

SUBSCRIPTION
REF. DESCRIPTION PURCHASE
per month
TYREX-CONS TYREX TYREX CONSOLE 10" DIGITAL SCREEN - 26lbs (12kg) $15,000 $730
TYREX-SAT Teex f TYREX SATELLITE 7" DIGITAL SCREEN - 13lbs (7kg) $15,000 $730
TYREX-TOTEM b TYREX TOTEM 22" DIGITAL SCREEN - 154lbs (54kg) $18,000 $875
] TYREX TABLET 10" DIGITAL SCREEN - 2.91bs (1.3kQ)
TYREX-TAB - WIFI $17,000 $825
- 4G/5G $18,000 $875
OPTIONS
TYREX-SRV-PREM SERVER ON PREMISE $7,500 $365
TYREX-WKSP ;’ Software Agent per TYREX_Station (illimited # of EndPoints) $2,500 $122
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